Internet Safety

“…the same advances in computer and telecommunication technology that allow our children to reach out to new sources of knowledge and culture experiences are also leaving them vulnerable to exploitation and harm by computer sex – offenders.” (Louis J. Freeh, Director, FBI)

During the summer months, many children will be home alone for several hours during the day.  More and more children are using their computers as a source of information and entertainment to fill these unoccupied times.  Computers have certainly opened up the world to our youth.  They have also created a new danger of which many parents are not aware.  Below is a story that illustrates this point:  
Shannon could hear the footsteps behind her as she walked towards home.  The thought of being followed made her heart beat faster.  “You’re being silly.  No one is following you”, she told herself.  To be safe, she began to walk faster, but the footsteps kept up with her pace.  She was afraid to look back and she was glad she was almost home.  She saw the porch light burning and she leaned against the door for a moment, relieved to be in the safety of her own home.  She glanced out the window to see if anyone was there.  The sidewalk was empty.  After tossing her books on the sofa, she decided to grab a snack and get on –line.  She logged on under her screen name An123.  She checked her Buddy List and saw Go123 was on.  Go123 was registered on – line as a 14 year old boy from Michigan.  Shannon sent him an instant message.  
An123:  Hi.  I’m glad you are on.  I thought someone was following me home today.  It was really weird.

Go123:  You watch too much TV.  Why would someone be following you?  Don’t you live in a safe neighborhood?

An123:  Of course I do.  I guess it was my imagination because I didn’t see anyone when I looked out.

Go123:  Unless you gave your name out on-line.  You haven’t done that have you?

An123:  Of course not.  I’m not that stupid.

Go123:  Did you have a softball game after school today?

An123:  Yes we won!!

Go123:  That’s great.  Who did you play?

An123:  We played the hornets.  Their uniforms are so gross.  They looked like bees.

Go123:  What is your team called?

An123:  We are the Canton Cats.  We have tiger paws on our uniforms.  They are really cool.

Go123:  Did you pitch?

An123:  No.  I play second base. I gotta go get my homework done before my parents get home.  I don’t want them to        be mad.  Bye for now.

Go123:  Catch you later.  Bye.
Meanwhile…Go123 went to the member menu and began to search for her profile.  When it came up, he highlighted it and printed it out.  He took out a pen and began to write down what he knew about An123 so far…

Her Name:  Shannon
Her birth date:  1/3/85

Age:  13

State where she lives:  North Carolina

Hobbies:  softball, chorus, skating, and going to the mall

Besides this information, he knew that she lived in Canton because she just told him.  He knew that she stayed by herself until 6:30 every afternoon until her parents came home from work.  He knew that she played softball on Thursday afternoons for the school team and the team was named the Canton Cats.  From a previous conversation, he knew that her favorite number 7 was on her jersey and he knew that she was in the 7th grade at Canton Junior High School.  Now Go123, a 40 year old name living in North Carolina posing as the 14 year old boy, had enough information to find her.   
Most children and young adults are aware of the dangers of strangers.  Despite the fact that they may never have met, most youths are willing to give out information to people they meet over the internet rather readily.  Because of their trust and naivety, adolescents and young adults consider people they meet on the internet as acquaintances.  These qualities put our young people at high risk for victimization.  Therefore, it is extremely important that caregivers discuss these issues with children to ensure that they are cautious with personal information.  
Below are two excerpts from A Parent’s Guide to Internet Safety developed by the Federal Bureau of Investigation.  This pamphlet discusses elements of risk and prevention of on – line exploitation of children and is available in its entirety at the guidance offices.  
Signs That Your Child Might Be At Risk On - Line

1. Your child spends large amounts of time on line, especially at night.

2. You find pornography on you child’s computer.
3. You child receives phone calls from people you don’t know or is making calls to numbers you don’t recognize.

4. Your child receives mail, gifts, or packages from someone you don’t know.  

5. You child turns the computer monitor off or quickly changes the screen on the monitor when you come into the room.

6. Your child becomes withdrawn from the family.

7. Your child is using an on-line account belonging to someone else.  

Minimizing the Chances of An On – Line Exploiter Victimizing Your Child
1. Talk to your child about dangers.

2. Spend time with your child on – line.

3. Keep the computer in a common room.

4. Utilize parental controls provided by your service providers.

5. Always maintain access to your child’s on – line account and randomly check their e- mail.

6. Teach your child the responsibilities on using resources on – line.

7. Find out what computer safeguards are utilized by your child’s school, public library, and your child’s friend’s home.

8. Understand that even if your child was a willing participant in any form of sexual exploitation, that he or she is not at fault and is still a victim.
9. Instruct your children:

a. Never arrange a face to face meeting.

b. Never upload pictures of them self onto the internet.
c. Never give out identifying information.

d. Never download pictures from an unknown source.

e. Never respond to suggestive, obscene, belligerent, or harassing messages.

f. Information told on – line may or may not be true.

Have a Safe Summer!
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